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Ten Do-It-Yourself Security Tips 
By SANS Org. (with a little input from the editor) 

01. Treat your computer like your car 

 Computers, like your car, require regular maintenance. While 

I like to change the oil on my Gateway every 3,000 miles and 

have the keyboard greased regularly, you don‘t have to be this 

persnickety.  Every 5,000 miles is just fine. But if you ignore 

problems or put off fixing them, you risk more than the smooth 

functioning of your system. You may be inviting Bad Guys to 

steal your information or take over your system and use it to at-

tack other computers.  So be sure to perform maintenance regu-

larly and upgrade your computer‘s software.  This includes not 

just the operating system (Windows XP or Mac OS/X), but all the 

programs that are installed on it (Adobe, iTunes, Firefox, etc., 

etc., etc.). 

 

02. Email is public and unreliable 

 Email is not private and was never designed to be secure. 

Email is especially easy to read in internet cafes, at public com-

puters (your local library, for example), or hotel rooms.  So never 

send personal or sensitive information by email. And especially 

never view, open, or click on email attachments unless you know 

who sent it, why they sent it, and what's in it. Even messages for-

warded to you by friends might contain infected attachments and 

links that will shuttle you off to dangerous websites. 

 More than 98% of email that CSU receives is spam. Some-

times good email is incorrectly classified as spam and gets quar-

antined. So, when you absolutely, positively have to give infor-

mation to someone that is sensitive and timely, call the person on 

the phone, instead of sending them an email. It‘s safer, and you‘ll 

know they received the information. There‘s always a chance that 

your email may have been quarantined by the antispam software 

of the receiving site. 

 

03. Don't assume your security software is working 

 Familiarize yourself with the security software installed on 

your computers. Do you have a complete suite of anti-virus, anti-

spyware, and a two-way software firewall (a firewall that watches 

what you receive and what you send)? Identify onscreen icons 

and messages that indicate your security software is enabled and 

working. If an icon is not there or if its color or shape has 

changed then take action to correct the problem immediately. If 

icons change or disappear unexpectedly from the system tray, 

then your computer may be infected by a virus (which usually 

turns off computer protection), or it‘s possessed by evil spirits.  I 

never take any chances, and put a wooden stake through the hard 

drive. My boss thinks this is overly dramatic and recommends 

calling the Help Desk at x5050 instead. That may be a good sug-

gestion, but I’m not going to stop wearing a garlic garland, that‘s 

for sure! 
 

04. Keep your software up-to-date 

 Many software products, including Windows and Mac OS X, 

 

have built-in automatic updaters. Make sure these are turned on. 

Some software products require manual updating. Know which 

are which on your computer. Not sure? Visit the website of the 

software manufacturer for tips on updating your software. 

Consider installing Secunia's free Personal Software Inspector, 

which provides extensive details on the software installed on 

your computer, and gives you direct links to update programs that 

are older and potentially not secure. Keeping a computer safe is 

not unlike raising a puppy. It needs constant attention if it is to 

thrive. Housebreaking a computer is slightly easier than a puppy, 

though. 

 

 (More next month…) 

HELP!  Someoneôs Hacked Into my E-Mail 

Account!! 

 I‘ve gotten quite a few calls from concerned students, faculty 

and staff, complaining that their email accounts have been com-

promised.  They say this because they‘ve seen quite a few spam 

emails in their daily quarantine that came from their email ID.  

And they know that they didn‘t send emails about replica watches 

or assorted pharmacopeia. 

 I understand their concern and am glad that they called.  I 

always tell them not to worry, because their email account is 

NOT compromised and has not been hacked into.  We keep 

pretty close watch on the email server and know it to be hacker-

free. 

 So then they usually ask, ―How is it that I‘m receiving 

emails that I‘ve never sent from my email account?‖  Well, that‘s 

easy to explain, too.  Let me try… 

 The email system was one of the first things written when 

the predecessor to the Internet was invented.  Email was not de-

signed with any security or authentication in mind.  It was not 

designed to be robust and reliable.  In fact, it was designed to be a 

quick and dirty way to communicate with fellow academicians 

and military types that comprised the first four institutions that 

were connected together.  Did they think that that precursor to the 

Internet would transmogrify into the entity that it is now where 

nation states, religious entities, McDonalds and pornographers 

would have their own Web pages?  Hah!!! Not in a million years! 

 So, we still live with that original design which says that the 

‗From:‘ field of an email is merely a comment.  Therefore I can 

send you an email that says it‘s from Mickey Mouse, my col-

league in the office next door, or the planetoid Pluto. 

 And that‘s what spammers do, they put in the value of the 

‗To:‘ field (your email address) in the ‗From:‘ field with the 

hopes that you‘ll get curious and click on the email. 

 So if you receive these emails (and you will) and are con-

cerned that your email account has been hacked into, then please 

don‘t be.  It‘s just the latest spammer trick to get you to click on 

their unsolicited commercial email. 
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IS&Tôs Techs 
 

 IS&T has a cadre of techs that it dispatches to remedy com-

puter problems, both large and small.  When you call x5050 with 

a computer issue that can‘t be fixed over the phone we‘ll send 

you your very own tech (either a student, or one of our full-time 

employees) to fix the problem.  The techs will be dispatched as 

quickly as possible, which is dependent on our problem backlog.  

In general, it‘s busiest at the beginning of a semester and least 

busy during the intersession. 

 So, if someone stops by your office and claims to be from 

the computer department on campus and they don‘t: 

 1) call to say that they were coming, and 

 2) show a CSU tech ID card, when asked, 

then they‘re not one of ours.  You may want to call the CSU Po-

lice Department and report them.  I would. 

Oh, the Humanity... 
By F. L. Ferreri 

 Some of us are, well, I wouldn‘t exactly say ‗paranoid‘ 

about security because that conjures pictures of unshaven 

wretches holed up in a cabin with supplies of grain and water 

waiting for the social meltdown to begin.  Let‘s just say that 

some of us are ‗concerned.‘  The main difference between the 

concerned and the paranoid is that the former focus on credit 

card fraud, identity theft, and PC security, the thread that is the 

common link between the first two issues.  And, of course, we 

shave a little more. 

 So, with this ‗concern‘ about security, it was a bit disheart-

ening to hear that a credit card preprocessing company called 

Heartland Payment Systems, Princeton, NJ, ―found evidence of 

an intrusion‖ in some of their servers. 

 Now this information may not mean a lot to those that aren‘t 

in the business, so let me give you an analogy of what this 

means.  This is like ‗Moose‖ Cholock, the bully in sixth grade, 

breaking your glasses (for which he never got punished, by the 

way) but then winding up and punching you in the nose while 

getting encouraged by Mr. Watson, the assistant principal.  Oh, 

all right, that‘s not a very good analogy, but the net effect is the 

same — through no fault of your own you were victimized. 

 Heartland, which preprocesses credit card transactions be-

fore they go to MC and Visa, may have lost your credit card in-

formation along with those of one hundred million (yes, that‘s 

100,000,000) others.  No matter how careful you may have been, 

you may be a victim of credit card fraud — through no fault of 

your own. 
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 So, check your monthly credit card statements and report any 

anomalies immediately.  Be vigilant reviewing these statements 

from now on. 

 You may be happy to hear that Heartland, in their news re-

lease, says they are ―deeply committed to maintaining the secu-

rity of cardholder data.‖ 

 You can read about it here: www.2008breach.com 

Word 2007 Tip of the Month 
Zoom - Zoom - Zoom 

 To quickly change the magnification of a document while 

viewing it, hold down the CTRL key and move the scroll button 

on your mouse. By scrolling forward, the document text will in-

crease in size, while scrolling backward will shrink the text. This 

will also work in new versions of web browsers to increase text 

and image sizes. 

Excel 2007 Tip of the Month 
Calendars 

 Need a calendar?  Want one on which you can keyboard 

meetings for different days and give it to your boss to remind her/

him what‘s scheduled for the week or month?  Want a daily cal-

endar which has the day broken down into half-hour increments, 

just like those expensive daily appointment organizers?  Want 

one year‘s calendar on a single sheet of paper to hand out at a 

planning committee meeting? 

 Well, you can have them!  And they‘re free, too.  Here‘s how 

to get them; open Excel and click on the Office Button, New, 

Calendars on the Templates frame, and then choose the subcate-

gory of calendars that are displayed.  ‗2009 calendars,‘ 

‗Academic year calendars,‘ ‗Multiple-year calendars,‘ and ‗Other 

calendars‘ will be of most use, unless you want to create a calen-

dar for a past year.  There are over 50 sample calendar styles to 

choose from. 

Quote of the Month 
 

The past is dead, 

The future not yet born, 

Only this moment is alive. 

Use it now! 

    -Master Li, Longdao 

 


