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Anti -Spam Filter

More than95% of theemails the University receivese spam. This is about @erage for the

industry Once youdre on a spammer 6s emai llfybui st , it
want to continue to use your current email address, you need to use antispam tools to minimize

the unwanted email you receive.

There are severalays spammers can get your email [Chey harvest it off Web pages, they

can get it from the name and address book of compromised machines, they can purchase it from
legitimate enterprises, etd.he trick to avoid spam is to be stingy with yamail address an

keep it off public Web pages.

The antispam system will kegpur spam for fifteen days and thtéhey will bedeleted

Change your settings:

1.

2.

3.

Access the CSldntispam site http://antispam.csuohio.edu
Log in wsing your CSU ID and CampusPass

See what has lea blocked

a. Click on Junk Box

b. Review the emails

c. Note the total number of emails in your list is indicated just above the list on the right
side

Unjunk email (and unblock a sender):

a. Click on the checkbox of the email you want to unjunk

b. Click on 'Unjunk [it may take up to an hour for the email to show up in youdrasket]
Note unjunking email wil/l p uGhantes@e sender on
minimized that future emails from this person will be blocked.

Add someone to your blocked list:

a. Click on AnttSpam Techniques

b. Click on the Blocked tab

c. Click on Add

d. Enter or copy and paste the peoples' email addresses separated by a carriage return.
e. Click on Add

Eliminate the daily atices (we dor@t recommend that you do this!)
a. Click on Settings

b. Click on Junkbox Summary

c. De-select "Adhere to GrquDefaults"

d. Change Frequency of summaries to 'never'

Deletemessages frorantispam Junk Box
a. Click on Junkbox
b. Check the emails you want to delete
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c. Click on Delete

8. Opt out ofantispam completely please note that this option does NOT stop the virus
scaning but will simplylet all recognized spam through
a. Click on Settings
b. De-select "Adhere to Group Defaults”
c. Sel ect fnASpam fi
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Improving Your Spam Management

While 1 like to think we have some control of the spam in our lives with our antispam product,

i t 6 s naocuratebér@usde the spammers are a pretty sneaky bunch. They never send the
same spam message from the same emasolPou couldblock every spam email ID that

comes through and still not put a dent in the amganiget. While the University's antispam

software does a decent job of preventing spam, it's not foolproof. Periodically, spam changes just
enough to prevent it from gy detected and it gets through. It's a constant battle between the
spammers and the antispammers. The antispammers are winning the war but a few battles are
won by the spammers, too. Here are two things YOU can do...

Notify us of spam we should quarantine

The University's antispam software vendor would like copies of the spam that sneaks through its
defenses. If you forward representative sampleésespam email you received to

'missedspam@antispam?2.csuohio.edu’

they will be automatically sent tbé antispam company's labs for dissection and analysis. The
information gleaned from that process will be used to upgrade their software.

Eliminating foreign email

Hel p yourself... 1t0s relatively ea®am.to r emo
Her eb:s how

1. Log onto your account on https://antispam.csuohio.edu

2. Click onSpane ToeAcnhtni queso6é icon at the top of
3.Click on the 6Foreign Languagesd | ink on the
4. Click off the O6Adherbée cthec&orbpxr ate def au

5. Click the 6Bl ock AlIl & radio dial buttons for
6. Click the 6Apply Changesd button at the bott
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..........

Searching for email IDs in the spam quarantine

Often the spam quarantine contains hundreds, if not thousands, of emails. There is a quick way
to seach the quarantine for aaticular email. Simply put in some unique characteristic of the
email that yodre looking for in thedSearclbbox. In my example below,used the name
darvard.eda | changed the drop down box fra®ubjecd(the default) tod-romband clicked
ondsoa Of the thousands of emails in my spam quarantine, only one wagietkas coming

from charvard.ed@ This is a valuable tool in locating lost emailsouYcould modify the search

to show you only the emails that came fraedwbdomain, too.
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