E"U Using WPA Enterprise on Windows XP to Access
¥

— J Cleveland State University’s Wireless Network
Windows*?P (WoWnet)

What is WPA (Wi-Fi Protected Access)?

WPA is a powerful, standards-based, interoperable security
technology for Wi-Fi networks. It provides strong data protection
by using encryption as well as strong access controls and user
authentication. WPA can be enabled in two versions - WPA-
Personal and WPA-Enterprise. WoWnet utilizes WPA Enterprise
(aka 802.1X WPA). WPA-Enterprise verifies network users through a server. WPA utilizes
128-bit encryption keys and dynamic session keys to ensure your wireless network's privacy
and enterprise security.

Prerequisites

1. Windows XP SP2

2. A Wi-Fi certified Wireless network adapter capable of WPA Enterprise security and
support for Windows XP Zero Configuration (WZC) feature.

Wi-Fi certification can be verified in the “PCs and Computing Devices - Adapter
Cards” section at the Wi-Alliance’s Certified Products website:

http://certifications.wi-fi.org/wbcs certified products.php?lang=en




Configuring Wireless Network Connection Properties

1.

Be sure the wireless NIC is inserted and the most current drivers are installed on your

computer.

If a vender-supplied utility was installed, configure it to allow windows to configure the

adapter or for Windows Zero Configuration (WZC).

Double-click the My Computer icon, select Control Panel then Network Connections.

Right-click on Wireless Network Connection,
and then click Properties to open the Wireless

Network Connection Properties window.

i Wireless Network Connection Propi x|

General |"-A-"ire|ess Netwnrksl Advanced

Connect using:
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Install... | Unirnztall | Froperties |

— Description

Allows pour computer to access resources on a Microzaoft
network.

[ Shaw icon in notification area when cornectad
[+ Motify me when this connection has limited or no connectivity

ak Cancel




5. Click on the Wireless Networks tab

6. In the Preferred networks: area, click Add...

7. In the Network name (SSID): field, type
4csuuseonly

8. Click to select the options: Network
Authentication: WPA and Data Encryption:
TKIP

- wireless Network Connection Properti

General  wireless Metworks | Aidvanced

[¥ Use Windows to configure my wircless network settings

2| x

— Available netvorks:

To connect to, dizconnect fram, or find out more information
about wireless netwarks in range, click the button below.

Wi Wwireless Mebworks

r— Preferred netvaorks;
Automatically connect to available netwarks in the order listed
belaow:
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Add... | Bemove I Froperties |

Learn about setting up wireless network Advanced |
configuration, -
0K | Cancel |

Wireless network properties

Agzociation | Authentication I Connection I

Metwork. name [S510); |4csuuseon|_l.s|

—Wireless netwark key

This netwark requires a key far the fallowing:

Metwork Authentication: IWF'.-’-\ ﬂ
Liata encryption: ITKIP j
W etwork ke I

Eamfirm netwonk ke I

Key indey [advanced]; 1 _:I

¥ The keyis provided for me automatizally
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[ Thiz iz a computer-to-computer [ad hoc) network; wirsless
access points are not used

ak I Cancel




9. Click on the Authentication tab.

10.Click to select EAP type: Protected EAP
(PEAP).

11. Verify that both options Authenticate as
computer when computer information is
available and Authenticate as guest when user
or computer information is unavailable are
unchecked.

12.Click Properties to open the Protected EAP
Properties window.

13.Click to select the option: Validate server
certificate.

14.Click to select the option: Connect to these
servers: and underneath it, type the following in
the blank field acs-wow.csuohio.edu;acs-
backup.csuohio.edu (no spaces)

15. Set Select Authentication Method: to Secured
password (EAP-MSCHAP v2)

16. Click to select the option: Enable Fast
Reconnect

17.Scroll down towards the bottom of the Trusted
Root Certification Authorities: section and click

Wireless network properties

Bssociation  Authentication | Cnnnectionl

Select this option to) provide authenticated network access for
wireless Ethernet netwarnks.

[¥| Enable IEEE 80215 authentication for this network

EAP type: | Protected EAP [PEAP) =]

Fropertiez |

| ?,-’-‘«uthenticate az computer when computer information iz
iavailable

[ Authenticate as guest when uger o computer information i
unavailable
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Cancel
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Protected EAP Properties

When connecting:

‘I-M

[¥ Connect to these servers:
I acs-wiowy, CsLiohio, edu; acs-backup, csuohio. edu

Trusted Root Certification Authorities;
[ werisign Trust Metwark ;l
[ werisign Trust Metwark
WeriSign Trust Network
[ werisign Trust Metwark
[ werisign Trust Metwark
[ werisign Trust Metwark
q] ¥cert EZ by DST
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|
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[~ Donat prompt user to authorize new servers or trusted
certification autharities.

Select Authentication Method:

ISecured passwiord (EAP-MSCHAP v2) LI Configure. .. |
[v Enable Fast Reconnect
Ck I Cancel |

the checkbox for the fourth to last “VeriSign Trust Network” certificate.

18.To verify that the correct certificate is selected, double-click it to open the Certificate

window.




19.Click the Details tab

20. Verify that the Serial number begins with “7d d9 fe 07 cf a8 1e b7 10 79". If not, the
correct certificate must be selected the previous list.

21.Click OK to return to the Protected EAP Properties window.

Certificate

General |Details | Certification Path |

Certificate Information
This certificate is intended for the following purpose(s):

+ Protects e-mail messages -
+ Proves your identity to a remote computer

2 x|

« Ensures software came from software publisher
+ Protects software from alteration after publication
+ Ensures the identity of a remote computer

Issued to:  WeriSign Trust Metwark

Issued by:  WeriSign Trust Metwork

valid from 5/17/1998 to 5/1/2028

Issuer Statement |

22.Click Configure... to open the Secure
password (EAP MSCHAPV2) Properties.

23.Uncheck the box: Automatically use my
Windows logon name and password (and
domain if any). Click OK.

EAP MSCHAPY2 Properties x|

When connecting:

[ Autamatically uze my wWindows logoh name and
pazzword [ahd domain if anp).

Cancel |

Certificate 2l x|
General Detalls |Certiﬁcati0n F‘ath'
Shiow: |<AII> LI
Field | Wallg | -
Elversion W1
al rumnber
[Flsignature algorithm shalRSA
[ 1ss0er WerSign Trust Metwork, (c...
Elvalid fram Sunday, May 17, 1998 8:0..,
Evald to Tuesday, August 01, 2028, .,
Fsubject WeriSign Trust Network, (c...
Elrublic key RS4 (1024 Bits)
[ Thimbnrint Alaarithm shal LI

7d d9 fe 07 cf af le b7 10 79 67 fb a7 89 34 c6

Edit: Properties. .. | Copy to File...

Protected EAP Properties

When connecting:

— ¥ Malidate server certificate;

2%

[¥ Cannect to these servers:

I acs-wony, CsLohio,edu; acs-backup,csuchio.edu

Trusted Boot Certification Authorities:

[ weriSign Trust Metwork
WeriSian Trust Metwork
O erision Trust Metwark
O verision Trust MNetwork
[ weriSign Trust Metwork

q] ¥oert EZ by DST
4

[~ Donot prompt user to authorize new servers or trusted
certification authorities.

[ werision Trust Network =]

il
|»|

Select Authentication Method:

|Secured passwiord (EAP-MSCHAP v2)

[V Enable Fast Reconnect

Cancel

[ o< |

;I Configure... |




24.Click OK three more times, to close all the network configuration windows.

25.Click on the balloon window above the icon tray
that states “Click here to select a certificate or E

other credentials for connection to the network Click here to select a certificate or other credentials Far
4csu useonly” connection ko the network, 4csuuseonky

711 wireless Network Connection

26.In the Enter Credentials window, Enter your e
CSU ID number in the User name: field.
Enter your CampusPass in the password:

field. You may leave the Logon domain: field
empty.

27.Click OK.

Iser narne; I 1234567

Passwl:lrd: I (2L 11l L]])

Logan damain: I

QK I Cancel

You should now be connected to WoWnet.

Wireless Network Connection (d4csuuseonty)
Speed: 11.0 Mbps

Signal Strength: Excellent
Status: Connected

«BYHRBUFHLE a21em

To test your connection open your web browser and go to http://www.csuohio.edu

If you experience any problems while attempting to connect, please contact the Cleveland
State PC Repair Shop at 216-802-3350.



